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Examples

• May 2016 - Joshua Brown killed in a car crash while driving in a CAV;

• March 2018 - Wei Huang killed in a car crash while driving a CAV;

• March 2018 - Elaine Herzberg, a pedestrian, was struck and killed by an autonomous vehicle 
being tested by a rideshare service;

• March 2019 - Jeremy Banner was killed in a car crash involving a CAV inappropriately set on 
autopilot.

• April 2021 – Two persons killed in a Tesla in “full self-driving mode” with no-one in the driver’s 
seat
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Types of Risk

• Connectivity Risks―Insecure network connections allow hackers access to CAV computers. 

Hardening these points is complicated because CAV software contains millions of lines of 

code, much of it based on legacy software and open source code. This makes vulnerabilities 

in CAV programs hard to find.

• Automation Risks―Vehicle sensors are possible attack vectors. Lidar sensor technology 

(used in most CAVs) is vulnerable to spoofing, and GPS can be jammed. Entire fleets of 

CAVs could be affected by malicious code embedded in mapping data or machine learning 

systems.
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Basic theories of tort liability:

1. traditional negligence, under which the driver is liable for unreasonably failing to prevent a risk 

resulting in harm; 

2. no-fault liability, under which accident victims are compensated by their own insurance and 

may not sue drivers unless their injuries reach a certain threshold, 

3. strict liability, according to which vehicle operators are entirely responsible for abnormally 

dangerous or "ultrahazardous" operation of a vehicle.
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European Union's Expert Group on Liability and New Technologies—Recommendations:

• Strict liability is an appropriate response to the risks posed by emerging digital technologies, 

if, for example, they are operated in non-private environments and may typically cause 

significant harm.

• Strict liability should lie with the person who is in control of the risk connected with the 

operation of emerging digital technologies and who benefits from their operation (operator)

• The producer should be strictly liable for defects in emerging digital technologies even if 

said defects appear after the product was put into circulation, as long as the producer 

was still in control of updates to, or upgrades on, the technology. A development risk defence 

should not apply.
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European Union's Expert Group on Liability and New Technologies—Recommendations:

• Operators of emerging digital technologies should have to comply with an adapted range of 
duties of care, including with regard to (a) choosing the right system for the right task and 
skills; (b) monitoring the system; and (c) maintaining the system.

• Producers, whether or not they incidentally also act as operators…should have to: (a) 
design, describe and market products in a way effectively enabling operators to comply 
with the duties described above; and (b) adequately monitor the product after putting it into 
circulation

• Where the damage is of a kind that safety rules were meant to avoid, failure to comply with 
such safety rules, including rules on cybersecurity, should lead to a reversal of the 
burden of proving (a) causation, and/or (b) fault, and/or (c) the existence of a defect.
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Insurance Bureau of Canada recommendations for insurers:

• Create policies that cover both driver- and automated technology-related negligence;

• Facilitate data-sharing between insurers, manufactures, and vehicle owners, to help 

determine the causes of a collision; and

• Update federal vehicle safety standards to incorporate new cybersecurity and technology 

standards.
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